Chapter 7 % i &
A% &7 0 - & F Lo PowerStationk i i
7-1 _%"lil % 7R

PowerStationz_ X & F f4c™ 2 B] 7-1 #f71

£ Rl AR B ES P BRI

A $FehsE L - 05 ADSL spsfo- B2 F R4 E LAN

A 273 HE5 Webs DNS e Mail % 4p B 43 JRA%
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Internet & * & i i3 B~ PR E Ik 2 PRI 0 HARIRGRISE L
2. 2P FRERL T FHT Internet PRI T P 238 L 3F

— |R0uter: 210.243.241.222/27 |
Router

| etho : 210.243 241193127 |

| ethl:192.168.1.9/24 |

0000000000 TT

Switck

Web/Mail/DNS \ AD Server

Private IP:192.168.1.3 Private IP:192.168.1.7
Public IP:210.243.241.194 Public IP:210.243.241.198
RemoreDesktop Server MS-SQL Server
Private IP:192.168.1.4 Private IP:192.168.1.5
Public IP:210.243.241.195 Public IP:210.243.241.197
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7-1-1 %] 1: PowerStation % &3 &
A R ALBRER A G R T

- — \\

210.243.241.193/27 210.243.241.222
LAN ethl 192.168.1.24

A Inbound FEF+¥ R

% 12
210.243.241.194  Web/Mail/DNS 192.168.1.3
210.243.241.195 | Remote Desktoferver 192168.1.4
210.243.241.197 MY SQL 192.168.1.5
210.243.241.198 | LDAP 192.168.1.7
Remote Desktoferver
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7-1-2 §#%] 1: PowerStation )k 3t§

A mE4a5

Name Type IPv4 Address | Netmask Gateway VLAN IPv6 Address Status

2thl Ethernat 2102432411931 210243241222 1, f280:210-F3fF 21 b-48fa/64

ethl Ethernst 192.168.1.924 1, fe80: 210536 fe 1 b:48fbied Up
Bl 7-2

ehO 53727 ADSL #k » % T4 UL 2 X A E (Gateway)

ethl 5322 PR mgep LAN X 23 2R R Mg B

A pd BREE
g oot
210243241192 |255.255.255.224 ethl
10.4.1.0 255.255.255.0 sths
192.168.1.0 255.255.255.0 ethl
| || 2552552850 (28) || Il v
Routing Tables | || 252552560 (124) v ¥
| || 2552552850 (28) || Il v
| [258.2855. 2550 (124)  ~]|| I v|
| || 2552552850 (28) =] Il v
Default Cateway: |210.243241.222  [ethd v|
ProxyARP On eth0 ethl eth3 ethd ethS
B 7-3
bO[REAG] PR R BB FAE R B AL SR o F R
id BRGPER TR TERBARTOERRT LM A S SR T

@3

]



>

Eespond to Ping ] Log Access Attempts
[ WebAdmin Mgmt [T] mtrusion Detection
[C] $5H Mgmt DAC Authentication
th0 WAN [NTERNET] 0 . [C] PPTRL2TP VEN URL Filtering
[C] pns [T Check TCP 3-Way Handshake
[C] pECP [C] Check Spoofed Sources
& Drop Pkts of Private Sources
Strict Address Verification
Respond to Ping [T Log Access Attempts
WebAdmin Mgmt [T] Itrusion Detection
S8H Memt DAC Authentication
win LAN [NTRANET 3] T PPTP/L2TP VPN [T URL Filtering
DNS [C] Check TCP 3-Way Handshake
DHCP [C] Check Spoofed Sources
] Drop Pkts of Private Sources
[T] strict Address Verification
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Translated Packet .
" Comment
Destination e

0001 = arp 9 210243241104 Mail 9 19216813 Mail

Web Web

lomain domain
0002 Eany 9 210243241185 RDP 9 19216814 RDP
0003 Elarp 9 210243240287 MYSQL 9 19216815 MYSQL
0004 =l 9 2110243241108 RDP 2 10216817 RDP

ldap 1dap
9999

Translated Packet

udp @ [53] udp @ [53]
ALL 210243241104 192.163.13
tep @ [53] tep @[53]
43341105 |EP @ .
2 |ALL no2s2e105 | BE 192.163.14 | 1cp @ [3389:3389]
tep @ -
43 74 7 .
3 |ALL a2 [ER 192.163.15 | tcp @ [3306:3306]
tep @ fop @ [ 3389:3389 ]
4 |arL 210243241198 |[3389:3389 ] 1216817 | P2
tep @ [ 389 ]

Bl 7-5




WA 7 AR R R 2 HE 0 322 7 4 B DNS -~ Web~ 2
Mail % 4p B cnie e pR% > i & /1§ 083K 4% [Inbound s ] A1 #
PowerStationig sk § & [® 2pei] A # A 2 L @ * FH o P in
gt b e B R AR 2 5 B LR



A Outbound sz §

No. Action Source Destination Service Via SNAT Comment
P

2000
iR =0 9 192168.07 B A Bl | etholine YES (AUTO)
9 19216813
3 192168.15
3 19216814
299 =1

E Source Destinatinn Service | Via ’E

192.168.1.7
192.168.13
1 192162 1.5 ALL ALL 210243 241222 @ =th0 | YES

192.163.14
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PowefStation 2_ % % 7 f4c™ 2 g] 7-7
%6{—h42;’f -1-’]‘#

A #fehamps- 15 ADSL fsﬁw‘fr— o @ P IRgeRs LAN
A 43 E rPand B0 P BTk engh o RRRFEZ PR B A S
B3 DMZ %P & 0@ pRgp LAN (T9 MRk aw ik

1. Interneti¢ * - & i 13 B~ PR B ATHR B2 R HARIRGRISZ L

2. 2P FRRER R T F Y Internet FRAR T B 230 L gE
| Router: 210.241.239.217/29
DNS/Web Router
Private IP:172.16.0.25
Al — | etho: 210.241.239.221/29
o
= | eth2 : 172.16.0.254/24 ethl : 192.168.200.254/24
la @
\ Mail Server
Private IP:172.16.0.21 LAN
Public IP:210.241.239.218

Net:192.168.200.0/24
GW:192.168.200.254

w77



7-2-1 §# ] 2 : PowerStation 3% %

A immp A x

% 7-3
22 aweris[Pes WyE
WAN

ethO 210.241.239.221/2¢€ 210.241.239.217
LAN ethl 192.168.200.254/24
DMZ eth2 172.16.0.25#4

A Inbound FEF+¥ R

% 74
N LT
\ 210.241.239.218 \ DNS/WEB \ 172.16.0.25 \

210.241.23918  Email 1172.16.0.21




7-2-2 =] 2 : PowerStation ARnEF

A

>

PR A G

Name Type TPv4 Address / Netmask Gateway VLAN IPv6 Address Status
ethl Ethernet 210241239221729 210241239217 1, feB0-210:53fF fel b:d8ae/6d Up
ethi Ethernet 192.168.200.254/24 1, feB0:210:31F fel b:d8afi6d Up
eth2 Ethernet 172.16.0.254724 1, fe80:210: 531 fel b:43b0/64 Up

ethO 53% 2@ ADSL “hal» R TP RRFFRTHE F
ethl 53227 p 30 LAN » XT3 3 R K T F
eth2 53227 DMZ % > X3 FEX TR EF

210241.239.116 255255255248
1721600 2552552550 eth?
192.168.200.0 2552552550 ethl
A552E52550 (24 -
2552552550 (24 - -
M HI (24
A552E52550 (24 -
AEEAERASE0 (A -
AEEAERASE0 (A -
Fis . 210241239217 ethl «
ProxyARF On ethd ethl ath2
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A pp e i

Defanlt Policy JITEEL N -

NIC Name NIC Alias Priority Services on Interface Options

Respond to Ping [ Log Aocess Attempts
[[] WebAdmin Memt [ Intrusion Detaction
[ 23H Memt DAC Auvthentication
w0 AN [NTERNET) 5 [[] PPTR/LITD VBN URL Filtering
[l Dws [T Check TCP 3-War Hendshake
[] pHCp [ Check Spocid Sousces
[C] Drop Pkts of Privats Sources
Strict Addsazs Verification
Rzzpond to Ping [[] Log Access Attempts
Web.Adsmin Mzmt [T] mtrusicn Detection
2EH Memt DAC Authentication
el AN [DNTRANET. 3] . BETE/LITE VEN [C] URL Filtering
DNE [ Check TCP 3-War Hendshake
DHCP [[] Check Spocid Sousces
[7] Drrop Phcts of Privats Sources
[ Strict Addsess Verificztion
[[] Respomd to Ping [M] Log Accezs Attempts
[[] WebAdmin Mzmt [ Intrusion Detaction
[] 33H Memt DAC Authentication
" — ] S [[] PRTR/LITE VBN URL Filtering
[ one [C] Check TCP 3-Way Handshzks
[ pHcE [C] Cherk: Spooid Sousces
[T] Drop Piits of Privats Sousces
[C] Strict Addsess Verification
B 7-10

[f8 4o L] b ethO k25 00 = ¢ p vl ethl R 25
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A Inbound 5z &

Original Packet Translated Packet P ——
Source Destination Service Destination Service ' '

0001 EHarr 9 21024123918 Web 9 1m1602s Web

domain domain
0002 E L 9 210241.230.218 imap 9 1m16021 imap

popd popd

smitp smtp
9999

| |Original Packet Translated Packet
| | source Destination Service Destination Service
y udp @[53] 5 up@[53]
1 |ALL 210.241.239.218 172.16.0.2
tp @ (8] T |wpals]
tep @ [110] tep@[110]
2 |ALL 210241239218 |tep @ [25] 17216021 tep @ [25]
tep @ [143] tep @[143]

B 7-11

WD D A e R RIRIEZ R 0 %O P A W% E DNS- Web~ &2
Mail % #p B e o PR7% o & [Outbound sz ] A 2 NAT e3LB] - B %
BAuL 1-2..%



>

Outbound sz %

No. Action Source Destination Service Via SNAT Comment
wl | rE F g 1ma6.02s =l EaiL | "< ethiline YES (AUTO)

W | FEF 3 1m160m Elarp Elar | eth0line YES (AUTO)

17216023 | AL 210241239217 @ eth0 | YE

2 | 17216021 | ALL ALL 210241230217 @ =th0 | YES

B 7-12
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73 ol 3 MBI

PowerStationz_ 3% = 3 4™ % B] 7-13 #7r
EAE - R REOTF 27 0 RRERG
A #ehamEes = f ADSL :ﬁ&ﬁr— B o p e LAN
A 2 @41* Router & — BEi4pT i
7k
1. Interneti¢ * - & i 73 B~ PR B 4TI B2 SRR, B RIRIMISE L

2PN R H F,éi >+ Internet PRF% 3 B~ > 30 L 3F
3. B 4P neRtRIR G PR L= F ADSL MR (P B anf 43 5

Internet

()
SR
(2 (2 ()
~ —_/ — | Ethernet: 172.16.2.254/24
Router C
PowerStation
Net: 172.16.2.0/24
ethO: e

(K GW 172.16.2.254

-

.~"Router E

| Ethernet 0/0 : 172.16.1.253/24 |

IP: 210.243.241.193/27
GW: 210.243.241.222

ethl:
IP: 210.241.239.221/29
GW: 210.241.239.217

| serial 071 : 10.0.0.2/30 |

eth2:
IP: 211.21.189.90/29
GW: 211.21.189.89

| serial 071 : 10.0.0.1/30 |
eth3: m

IP: 172.16.1.254/24 I | Ethernet 0/1 : 172.17.1.254/24 |

® 7-13

Net: 172.17.1.0/24
GW: 172.17.1.254




7-3-1 §# | 3 : PowerStation e fi3% %

A 4G

- pregis e logE

% 75

ethO 210.243.241.193/27 210.243.241.222
WAN ethl 210.241.239.29/29 | 210.241.239.217
WAN eth2 211.21.189.90/29 | 211.21.189.89
LAN eth3 172.16.1.254/24
A Esd

* 7-6
T T TN

10.0.0.0 255.255.258) (/24) 172.16.1.253 eth4
172.16.2.0 255.255.255.¢/24) 172.16.1.253 eth4
172.17.1.0 255.255.255.(/24) 17216.1.253 eth4




7-3-2 =] 3 : PowerStation ARnEF

A R4
Name Type IPv4 Address / Netmask Gateway VLAN IPv6 Address Status
eth0 Ethernet 210.243.241.19327 210243241222 Up
ethl Ethernet 210.241.239.22129 210241239217 Up
eth? Ethernet 211.21.189.90129 211.21.189.89 Up
eth3 Ethernet 172.16.1.25424 1, fe80:210:3fF-fe1b:48b1/64 Up
B 7-14
ethO~eth2% 3% 2 @ ADSL *h& > Rk 24 MBI R M f F
eth2 z %= & p 8% LAN > &Wﬂ%ﬁﬁimﬁﬁ
A

210.241.239.216 255.255.255.248 ethl
211.21.189.88 255.255.255.248 ethz
210243 241 192 255 255 255 224 ethd
O |[1oooo |||255.255.255.0 {124y v ||[172.18.1.253 [|[etha =~
10.4.1.0 255.255.255.0 eths
172.16.1.0 255.255.255.0 eth3
O |[17z1820 |||255.255.255.0 (/247 |~ ||[172.1B.1.253 [|[etha ~|
Routing Tahles O |[17za710 ||[255.255.255.0 (247 |~]|[172.16.1.253 [|[etha  ~|
[ |||255.255.255.0 (1247 ~]|| I ~|
[ ||[255.255.255.0 (1247 ]| I ~|
| ||[2z55.255.255.0 ( 24y ]| il ~]
[ ||[255.255.255.0 (/247 ]| I ~]|
[ |||255.285.285.0 (1247 ~]|| I ~|
Default Gateway: |210.243.241.222  |ethD  ~|
ProxyARF On ethQ ethl sth2 eth3 sthS
B 7-15
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A

PR GO E

LAN

rvices on Interface Options
[¥] Respond to Ping [T Log Access Attempts
D WebAdmin Mzmt D Intrusion Detection
[C] $SH Mgmt DAC Authentication
b0 WAN [NTERNET] . [C] PPTPL2TP VPN URL Filtering
[7] DNs [C] Check TCP 3-Way Handshake
[C] pHCP [T] Check Spoofed Sources
[7] Drop Pkts of Private Sources
Strict Address Verification
[¥] Respond to Ping [T Log Access Attempts
[C] WebAdmin Memt [7] Intrusion Detection
[C] s8H Mazmt DAC Authentication
b WAN [INTERNET] A [C] PPTPL2TP VPN URL Filtering
[Cl DNs [C] Check TCP 3-Way Handshake
D DHCP D Check Spoofed Sources
O Drop Pkts of Private Sources
Strict Address Verification
[C] Respond to Ping [ Log Access Attempts
[C] WebAdmin Mgmt [ mtrusion Detection
[C] $8H Mamt DAC Authentication
o WAN [INTERNET] P [C] PPTPL2TP VPN URL Filtering
[[] DNs [C] Check TCP 3-Way Handshake
[C] paCPE [7] Check Spoofed Sources
[ Drop Pkts of Private Sources
Strict Address Verification
[¥] Respond to Ping [[] Log Access Attempts
WebAdmin Mgmt [l Intrusion Detection
SSH Mgmt DAC Authentication
s LAN [NTRANET 3] T . PPTP/L2TP VPN [T URL Filtering
DNS [7] Check TCP 3-Way Handshake
DHCP [ Check Spoofed Sources
[T Drop Pits of Private Sources
[T] Strict Address Verification
B 7-16
[ 4 & L] $0 s eth0 ~eth2sox =5 0>
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A Outbound sz §

No. Action Source Destination Service Via SNAT Comment

wl | RrE F ELaN10.000 = a1 Eal | eth0line YES (AUTO)
Elravaniszo ' eth1 line
Erana7217.10 ' eth2-line

9999 =

| Source Destination | Service | Via ’E

10.0.0.024 210243 241222 @ eth0
1 |172162.024| ALL ALL 210241239217 @ ethl | YES
172171024 21121189 39 @ ath?
m 7-17

A U=
d Aty %

22 B B R RIRAE  RB] - ¢ WD PP MR 172.16.2.024
- R f 172.16.2.0/249- 10.0.0.0/24 %% *F e pe PRG35 B~ 2 5 d = if ADSL
Heompd? - g did > EEURiEE ol AR D 3 gk B 4 PowerStation § 11

e USRS E R S LR S E TR S St
B s A1 4



AR 4 RR

PowerStationz_ 2% % F4-™ % B 7-18 #7771

3

¢ R - RPN o RRER

A gtebampe - iF ADSL sMpfo— B2 @ P LAN
A 2P 3 et FTP &2 Terminal rvice % 4p B 5t ¢ pR7*
o

Internet & * & 5 ic i3 B PR F Tk 2 PRAE, S ARIRIEISZ
PN RS E R T é"q”v? Internet PR3 73 B~ > 30 L 3F
3. S FATH{Em Termlnal Servicer iF kiR ik 5 59.125.130.404

u_igf‘g;l
4. 2P PIREROR T T Internet PRF% 13 B~a4_ ADSL 2 #x

ADSL 1

| Router: 210.243.241.222/27 |

ADSLZ@
| Router: 210.241.239.217/29 |

Roluter Router
» |

eth0 : 210.243.241.193/27

| ethl : 210.241.239.221/29

/| eth2 :192.168.1.9/24 |

Terminal Service
59.125.130.40

FTP Server 1
Pr|vate IP 192.168.1.3

FTP Server 2
Prlvate IP 192.168.1.4

Terminal Service
Private IP:192.168.1.5
Public I1P:210.243.241.198




7-4-1 § 5| 4 : PowerStation % &3k &

A 4G

* 7-7
ethO 210.243.241. 193/27 210.243.241. 222/27
WAN ethl 210.241.239.221/29 | 210.241.239.217/29
LAN eth2 192.168.1.9/24

A Inbound FEF+¥ R

% 7-8
T

59125.130.40 @ 210.243.241.198 Terminal @ 192.168.1.5
ALL 210.243.241.195 | FTP 192.168.1.4
ALL 210.243.241.194 FTP 192.168.1.3

A Outbound FR7% % &

S N T




%¢2$W4JPwmﬁmM1}ﬁia

A

>

FHA G
Name Type IPv4 Address / Netmask Gateway VLAN IPv6 Address Status
ethl Ethernet 210243 241.19327 210243241222 Up
gthl Ethernet 210.241.239221729 210241259217 Up
gth2 Ethernet 192.168.1.9124 Up
® 7-19
ethO -~ ethl Z 3% = @ ADSL & > K TP M pFF R T E B

eth2 5% 2 PP 2neis LAN » 3% 2% 4 3 8 % 2/
(RS

JeSEipg Interface Priofity

I\'IC Name

NIC Aliax Priority Services om Interface Options

[#] Respond to Ping [7] Loe Access Attempts
[ WebAdmin Mgt [ Intrusicn Detection
[ 228 Mgt DAC Authentication
o AN [INTERNET] - [] PETP/LITE VEH TURL Filtering
O ows [[] Check TCP 3-Way Handshake
[ pHCE [F] Check Spooied Sounces
[[] Drop Pits of Private Sousces
Strict Address Verification
] Rezpond to Ding [[] Log Access Attempts
[ WebAdmin Memt [[] Intrusicn Detection
[ 33H Memt DAC Authentication
il AN [INTERNET] - [ BETE/LITE VBN URL Filtering
[ oNs [C] Chack TCP 3-Way Handshake
O pHep [C] Check Spooid Sounces
[C] Dirop Pkts of Privats Sousces
Strict Addresz Verification
] Rezpond to Ping [[] Log Access Att=mpts
WebAdsmin Mgt [[] Intrusicn Detection
33H Memt DAC Authentication
. AN [ONTRANET 3] . PETE/LITE VEN [C] URL Filtering
NS [[] Chack TCP 3-Way Handshake
DHCE [C] Check Spooed Sousces
[C] Drop Ptz of Privats Sousces
[] Strict Address Verification
Bl 7-20
[#B 45 BALHE] #ohs5E ethOethl 3% 2.5 00 2 7 p 204 eth2 %
TE 30 A AP RAER O TR R E WAN REF i A P

poFRsel LAN G o @ pofrgept LAN eiFig i WAN 0975 2 385 B PR 5x



A Inbound 5z &

Translated Packet .
— - Comment
Destination Service
0001 3 s0.25.130.40 9 210243241108 49! Terminal 3 19216815 9] Terminal
0002 ElaL & 210243241105 [t gip 9 192.168.1.4 [t grp
[-m =8 9 210243241104 [t] gip 9 19216813 [tt] gep
9994

_ Original Packet Translated Packet

Destination Service

Source

Destination Service

5025 y 13 24 tep 5 .
1 |392513040 210243.241.198 [ 3389:3389 | 19216815 | tep @ [ 3389:3389 ]
2 |ALL 210243241193 ep@[21] 19216814 |tep@[21]
3 |ALL 210243241194 ep@[21] 19216813 |tep@[21]

LIRGAZ_ ¥R E o P A Wik B FTP ¥ Terminal
% [Outbound ¥z K] A& 2 NAT 3] » 2B

NI E Rl ps o R
Service® 4p b e BLPR 5 >
S wW s 1-3..%

A

No. Action Source Destination Service Via SNAT Comment

Outbound 7z 3

wl | prE J 1921685 9 592513040 ElaiL |9 eth0line YES (AUTO)
we | pEF 9 192168.14 Elann ElaL | eth0line YES (AUTO)
0wl | g F 9 19216813 B Elar | eth0line YES (AUTO)
w | rE F [=l192168.1.0 Ean Ear | ' ethl tine YES (AUTO)
299 B

e
o =
T
3

~

(3 7 3 7REE) R AML

RT3 S o

TR
b e 2 PR

1 |192168.1.5 |59.25.130.40| AL 210.243.241.222 @ eth0 | YE
2 19216814 |ALL ALL  |210.243.241222 @ eth0 | YES
3 |192168.13 |ALL ALL  |210243.241222 @ eth0 | YES
4 |192.168.1.024| ALL ALL  |210241.239217 @ ethl | YES
B 7-22
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7-5 § ol 5 M E T
PowerStationz_ % T_% $4c™ 2 B 7-23 #17 :
TR RSEEIRAL ) REEEHEG
A stebspe i - i ADSL #psfo— B2 @ )RR LAN
A 2773 #Est DNS- FTP-WEB & Mail % 4p B %t ¢ pR7*

1. Internet i * - & it i P RUR B AT 2 JRIE > L ARIRIHISE
SN FRAREE DI T 4 Internet JRAE T3 B 2 30 L F
3. 2@ Mail Server i s ¢h e S erie * crgdet IP F %
210.243.241.194
4, 2P PR H ﬁ ¥ Internet PR7% 5 B~394_ ADSL 2 #E

ADSL 2 ADSL 1
@ Router: 210.243.241.222/27
Router: 210.241.239.217/29

eth0 : 210.243.241.193/27
ethl : 210.241.239.221/29

no

eth2 : 192.168.1.9/24

Mail Server &4 Hisg
KRRl A E AL 1P 3255
210.243.241.194

Mail Server FTP Server Web/DNS Server
Private IP:192.168.1.3 Private IP:192.168.1.4 Private 1P:192.168.1.5
Public 1P:210.243.241.194 Public IP:210.243.241.195 Public IP:210.243.241.198

® 7-23



7-5-1 §# | 5: PowerStation e fi3% %

A 4G

% 7-10
CWAN  eth0  210.213.241.193/27  210.243.241.222/27
WAN  etho:1 210.243.241.194/27
WAN  ethl 210.241.239.221/29 210.241.239.217/29
LAN  eth2 192.168.1.9/24
A Inbound PRi* ¥
% 7-11
CALL 210243241194 Mail 19216813
ALL 210243.241.195 | FTP 192.168.1.4
ALL 210.243.241.198 WEB/DNS  192.168.1.5
A Outbound FR7% % &
% 7-12
BeforeDMZ  192.168.1.3 Mail  ethOline  eth0:1(210.243.241.194)

After-DMZ 192.168.1.0/24 ALL ALL ethXline YES




>

I ype A 255 [ Ned Gateway A : 5
eth0 Ethernat 210243241.19327 210243241222 1, fe80:210:f3ff:fe1b:48ae/64 Up
eth0:1 Ethernet (Virtual) 210243241 194127 Up
ethl Ethernat 21024123022129 210241230217 1, £e80:210:53ff:felb:48afi6d Up
ethd Ethernat 192.168.1.924 1, fe80:210:3ff:fe1b:48b0/64 Up

B 7-24

ethO ~ethl Z3%= @ ADSL P& > X TP ABFT R THE R

ethO:1 £ 5 7 &R Mail Server i #3F ¢k #ri¢g * gt eh IP @ K T fgt

7% E IP 4 € & [Outboundsc k] ¢ NAT e 5 H ¢ IR 34

P8

eth2 3322 @ pvei LAN » R TP 7 FERXRAME R

R om R E

JeSEipg Interface Priofity

NIC Name NIC Aliax Priority Services om Interface Options
[#] Respond to Ping [7] Loe Access Attempts
[ WebAdmin Mgt [ Intrusicn Detection
[ 228 Mgt DAC Authentication
o Wan n . [] PETP/LITE VEH TURL Filtering
O ows [[] Check TCP 3-Way Handshake
[ pHCE [F] Check Spooied Sounces
[[] Drop Pits of Private Sousces
Strict Address Verification
] Rezpond to Ding [[] Log Access Attempts
[ WebAdmin Memt [[] Intrusicn Detection
[ 33H Memt DAC Authentication
il Wan - - [ BETE/LITE VBN URL Filtering
[ oNs [C] Chack TCP 3-Way Handshake
O pHep [C] Check Spooid Sounces
[C] Dirop Pkts of Privats Sousces
Strict Addresz Verification
[# Respond to Ping [F] Log Access Attempts
WebAdsmin Mgt [[] Intrusicn Detection
33H Memt DAC Authentication
. AN [ONTRANET 3] P PETE/LITE VEN [C] URL Filtering
DS [[] Check TCP 3-Wavy Hendshaks
DHCE [C] Check Spooed Sousces
[C] Drop Ptz of Privats Sousces
[] Strict Address Verification
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A

Inbound 7z i

Original Packet Translated Packet e
Source Destination Service Destination Service

0001 =l arn 3 210.243.241.104 1] imap 3 19216813 9] imap

18 pop3 ¢ pop3

1) smtp 19 smip
ooz = arn 3 210243201005 [1c8] iy, D 19206804 18] iy
0003 = arr 3 2102432401008 [t<e] wyen D 1926805 8 web

domain domain
9999

Original Packet Translated Packet

Source Destination Service Destination Service

tep @ [110] tep @ [110]
1 |ALL 210243241194 [tep @[25] 192.168.1.3 tep @ [25]

tep @ [143] tep @ [143]
2 |ALL 210243241195 [tep@[21] 192.168.1.4 tep @[21]

udp @ [53] 5 udp @ [53]
3 |ALL 210.243.241.198 192.168.1.5

tep @[33] tep @[53]
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Outbound 7z 3

Wo. [@fr = [REGH = |[Aewenx (BB 00 (& 20202020 |[EEGS#R  [RIRS |

w000 | @
0wl | e F J 19216813 EaLL :ﬂ imap | ' ethD-line YES (AUTO)
? pop3
tep smip
w2 e § 9 102.168.1.3 = aLL ElALL | “CethOline | YES (AUTO)
0w | e F J192.168.1.4 = arL EaLL | etho-line YES (AUTO)
0 e F J 19216815 VAR Eare | etho-line YES (AUTO)
00 rE H (= 192.168.1.0 = aLL EALL | oth-line YES (AUTO)

Wo REGM (RN Km0 [® 0 |WATBE

tep @ [ 1024:65535 == 110 ]
1 192.168.1.3 | ALL tep @ [ 1024:65535 =25 ] 210243241222 @ ethl | YE2
tp @ [ 1024:65535 == 143 ]
2 |182168.13 |ALL ALL 210243241222 @ ethl | YER
3 | 19216814 | ALL ALL 210243241 222 @ efh0 | YER
4 |192168.15 |ALL ALL 210242241 222 @ ethl | YES
5| 192.168.1.0/24 | ALL ALL 210241239217 @ ethl | YER
® 7-27

”

RR1~3 £ F] 5 28 7 & EH RIS &K T 5] [Outbound rz
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PowerStationz_ 2k #_% F4cT 2 B 7-28 #71 :
P - RSP RS
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S

3

A
A

Fo
1.
2. =&
3. =&
4, 7

ADSL 2 #gt

$Heb B L - i ADSL S do— B 2 P 25 LAN
3P4 & Ese DNS~ FTP~Web & Mail % 4p b %47 pRi%

Internet & * & 5 i 5 B~ PR E A1k 2 JRAE > B ARIRIFISH L
L 28 e —*Ffﬁ*“ Internet PR7% 75 B~ 2 30 L 3F

PR ELchi T 5 4 Mail PRi:3 B354 ADSLL Mg

DF P RRR R T F g Mall PRARH e9T e Bk IRAE T B0

5. %= &% ADSL1 %t ADSL2 %2 3 49 # 4%

ADSL 1

Router: 210.241.239.217/29

eth0 : 210.241.239.221/29

ADSL 2

/ Router: 210.243.241.222/27

ethl : 210.243.241.193/27

eth2 : 192.168.1.9/24

............................................................




7-6-1 §* | 6 : PowerStation e fi3% %

AR A G

% 7-13

- XL

eth0 210.241.239. 221/29 210.241.139. 217/29
WAN | ethl 210.243.241.193/27 | 210.243.241.222/27
LAN eth2 192.168.1.9/24

A Outbound FE7+ % &

S o Pk

P éhds imht

% 7-14

FRF% | M NAT

192.168.1.0/24 ALL Mail ethGline YES
192.168.1.0/24) ALL ALL ethlline YES
192.168.1.0/24 ALL ALL ethGline YES




7-6-2 =] 6 : PowerStation ARnEF

A

>

2, 4 i

PR B
Name Type IPv4 Address / Netmask Gateway VLAN IPv6 Address Status
gthl Ethernet 210.241.239221729 2102412539217 1, feB0:210:531F-fel b:dBaei64 Up
gthl Ethernet 210.243.241.19327 21024324122 1, £e80:210:31F-felb:48af/64 Up
eth Ethernet 192.168.1.9/24 1, feB0-210:Bff-fel b:d8b0/64 Up

ethO-~ ethl Z:z =7 ADSL ¢ s
eth2 = :% o @ p R4, LAN »

-g‘v:_\‘;
(;_1}’@
NI
E R IEE
b =
w B
(a}*‘:’@\
= W
Jai 3
w
ﬂ}
=
=
IR

R oG ORAE

JeSEipg Interface Priofity

I\'IC Name NIC Aliax Priority Services om Interface Options

[#] Respond to Ping [7] Loe Access Attempts
[ WebAdmin Mgt [ Intrusicn Detection
[ 228 Mgt DAC Authentication
o AN [INTERNET] . [] PETP/LITE VEH TURL Filtering
O ows [[] Check TCP 3-Way Handshake
[ pHCE [F] Check Spooied Sounces
[[] Drop Pits of Private Sousces
Strict Address Verification
] Rezpond to Ding [[] Log Access Attempts
[ WebAdmin Memt [[] Intrusicn Detection
[ 33H Memt DAC Authentication
il AN [INTERNET] - [ BETE/LITE VBN URL Filtering
[ oNs [C] Chack TCP 3-Way Handshake
O pHep [C] Check Spooid Sounces
[C] Dirop Pkts of Privats Sousces
Strict Addresz Verification
] Rezpond to Ping [[] Log Access Att=mpts
WebAdsmin Mgt [[] Intrusicn Detection
33H Memt DAC Authentication
. AN [ONTRANET 3] P PETE/LITE VEN [C] URL Filtering
NS [[] Chack TCP 3-Way Handshake
DHCE [C] Check Spooed Sousces
[C] Drop Ptz of Privats Sousces
[] Strict Address Verification
B 7-30
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Outbound #z &
Action Source Destination Service SNAT Comment

wl e g =192.168.1.0 A :: i.m;;) ) eth0-tine YES (AUTO)
Py
) smtp
we | rE (=l 192.168.1.0 Eap Eanp ¢ ethl-line YES (AUTO)
ws e F [=102.168.0.0 = s EaL  |'<eth0line YES (AUTO)
2999 S

tep @ [ 1024:63535 =>110]
1 |192.168.1.024| ALL tep @ [ 1024:63535 =» 25] | 210.241230.217 @ eth0 | YES
top @ [ 1024:63535 => 143 ]

2 | 192.168.1.0024 | ALL ALL 210.243.241.222 @ ethl | YES
3 [192.168.1.0724 | ALL ALL 210.241.239.217 @ eth(| YES
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- Fk oo PN R Mail PRi3 % B4 ethOline: ¥
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[Outbound 7z K] 4R o« &RAIP 75 RA = g»m: oo F]LRP - A
Mail PR7+% * > LR = & ethl-line- & ethlline i & ¥rsen #711
BB LR eEe 2 R Z 4 ethO Mg 2 @ PIARE § $0c
AN

[ax

[an

[an
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Link Status Detection (Active) | Mylti-Node (HTTP) ~ | | Inbound Traffic Monitor (Passive) | Djsabled -
Normal Link-Operation Mode (| | ink Failover ]' Gateway Detection ARP or PING [D] -
GRE Tunnel-Operation Mode | Djgabled v IP-VPN Link (Private Address) Disabled -
Link Load Balance Algorithms | |ntglligent Learning ¢ Monitor Duplicate Links Disabled -
Detection Node List [80] Final Path-Trace Check Enabled -
110751951 1162141316 |118.214.224.112
Detection S -
118.214.237.15 |119.160.245.215 | 119.160.246.23 ection Segenence Concurrent
129.42.16.103 |129.42.17.103 |129.42.18.103
Path-Trace 6 Hops
129.42.56.216 | 143.166.224.244 | 15.200.30.23
15201.49.21  |15201.57.23  |15.216.110.131 Multi Node 10 Nodes [D]
192.72.80.36 | 203.66.88.89  |207.46.170.10
207.46.170.123 |207.46.197.32 | 207.46.232.182
207.46.73.81  [208.80.152.2  [210.17.38.45 Path-Trace 5 Seconds [D]
216.200.241.66 |216.255.83.40 |220.181.6.175 .
Multi-Node 5 Seconds [D] -
60.199.244.6 | 60.199.247.212 | 60.254.176.170
61.219.38.80  |63.80.4.35 63.80.4.67 GRE Tunnel 8 Seconds [D] -
6412244203 | 6412245203 | 64.12.246.205 PPN Link il
rivate ress
64.4.20.169 64.4.20.174 64.4.20.184 ® ) | 2 Seconds [D]
64.4.20.186 65.197.14523 | 65.55.17.25 \1u_Retn Parameters
66.135.200.145 | 66.135.200.27 | 66.211.181.11
Path-Trace 21[D]
66.211.181.15 | 66.211.181.19 | 66.220.153.11
68.180.206.184 |69.27.248.215 |72.5.124.61 Multi-Node 2 -
74125153100 |74.125.153.101 |74.125.153.102
GRE Tunnel 4 -
74.125.153.103 | 74.125.153.104 | 74.125.153.105
74.125.153.106 |74.125.153.113 | 74.125.153.138 IP_VPN Link (Private Address) P -

e 2 S B S

% 18 P RS

2 i];\; L
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